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DataStore  Mac Agent Cheat Sheet

Pre-flight check:

To ensure the best possible results of a new 8.3 Mac agent install, you will need to
check the following system settings.

Few questions to ask
» Does this Mac have an Intel chipset? (Select @ > W! 6 2dzi G KA & al OQU

» Is this Mac running Leopard or Tiger? (Select © > W! 6 2dzi (KA a al OQU
o0 10.4 =Tiger
0 10.5=Leopard

» Does this Mac have at least one HFS formatted drive? (Select @ > W! 6 2dzi G KA & al Of
>Waz2NB LYyF2XQ YR OKSO]l dzy RSNJ W{SNAIf ! ¢! Q0

@ is referencing the icon foundat OEA AACET T ET Cc 1T £ OEA - AA
at the top left portion of the screen.

o i A

Qu

® Finder File Edit View Go Window Help

Proxy Settings

Since the Connected Agent user interface acts much like a website, we need to check
any proxies settings that may unintentionally route this traffic off the system through a
proxy server.

Systemn Preferences
< | > Show All (=}

1) Select (-\ ln the Menu Bal’ Personal
NN L . . [t iz t " o,
2) Choose3 UOOAT 0 OA&Ad e Q

I
Appearance Desktop & Dock Exposé & International Security Spotlight
Screen Saver Spaces

3) SeleCt Network Hardware )

- = Z - ! ¢
Bluetooth CDs & DVDs Displays Energy Keyboard & Print & Fax Sound

Saver Mouse
leork
ATe @ @

MobileMe Network QuickTime Sharing

System

2 & » @ ¥ O @

Accounts Date & Time Parental Software Speech Startup Disk Time Machine  Universal
Controls Update Access

)

Other

@ =

FlipaMac iStat menus
WMV
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Network
S PN .
<[> | [ showan | Gy - 4) Select Advanced (you will
want to check both the
Location: | Automatic 4 .
Ethernet and Airport
R s comncs connections)
. _ Ethernet is currently active and has the IP
AirPort = address 10.140.101.41.
Connected . &
Bluetooth . (e *
@ ot Connected 6 Configure: | Using DHCP B
FireWire IP Address: 10.140.101.41
] . 3
Not Connected =
Subnet Mask: 255.255.254.0
Router: 10.140.100.1
DNS Server: (10.140.121.20, 10.130.121.45
Search Domains: |englab.qa, na.imtn.com, ironmountair
802.1X: WPA: WlrelessTCS /
—— (Advanced-) ()
i C ) ¢
I Click the lock to prevent further changes. Assist me... Revert Apply
&3y Ethernet
"TCP/IP DNS WINS AppleTalk 802.1X | Proxies Ethernet '

5) £ OEA O7AA 00I
is checked off, make sure the .
AUPAOGO EAO A OI 1.

%)

6)3A1 AAO O/ +8

7) Repeat this for any other connected
networks

[a

Configure Proxies: | Manually v

Select a protocol to configure:
O FTP #roxy
™ Web Proxy (HTTP)
71 Secure Web Proxy (HTTPS)

Web Proxy Server
10.131.64.5

: 80

" Proxy server requires password

[} Streaming Proxy (RTSP) Username:
7] SOCKS Proxy v
"] Gopher Proxy 3 Password

1 Exclude simple hostnames
Bypass pro ese Hosts & Domains:

"*.local, 169.254/16, localhost

M Use Passive FTP Mode (PASV)

®

( Cancel ) [ OK
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Firewall Settings

The built-in firewall can block our Uls ability to connect to the agentservice process that
runs in the background. The firewall settings ought to be checked to ensure our
processes will be able to communicate with one another.

P

Security
<[> || ShowAll I

1) Select the © in the Menu

" General  FileVault = Firewall |

Bar
2) 3 A i g\ @ O C) @ i 0 O A ) (O Allow all incoming connections
N - o~ = - AN =
. . = (O Allow only essential services
3) 3 A I A A @ Ol@ﬁﬁlt‘kb (%) Set access for specific services and applications
row Mac O5 X normally determines which programs are allowed incoming connections. Select this

option if you want to allow or block incoming connections for specific programs.

4) Under the Firewall tab,
check if the incoming
connections are restricted
in any way.

File Sharing (AFP, SMB)
Apple Remote Desktop

- Advanced...

il
ﬂ_:a Click the lock to prevent further changes.

@

e o

Security

5) If the connections are b |l Al 2

restricted in any way,
you will want to add the
Connected Backup_app (O Allow all incoming connections

. . () Allow only essential services
+
by Selecun_g the Slgn () Set access for specific services and applications
and brOWSlng to Mac OS5 X normally determines which programs are allowed incoming connections. Select this
Applications 9 Iron option if you want to allow or block incoming connections for specific programs.

Mountain > Connected File Sharing (AFP, SMB)
Backup Apple Remote Desktop

@Backup Allow incoming@

[ General FileVault  Firewall |

= Advanced...

Il
ﬂ_£ Click the lock to prevent further changes.

©)




