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      Check Your Requirements  

Network services ● Security  

● Networking – intranet  

● Networking – extranet  
● Networking – remote access  

● Quality (QoS) – for example, an intracontinental multiservice 
IP VPN must provide network performance metrics not to 
exceed a maximum of 150-ms one-way delay for voice-video 
packets, one-way packet jitter less than 30-ms for voice-video 
traffic, and less than 1.0 percent voice-video packet loss 

● Managed value-added services – for example, voice, security, 
unified messaging hosting, content distribution, and so on 

● Authentication  
● Reporting management  

● Provisioning management  

● Administrative management 

  

Bandwidth (consider 
both headquarters and 
remote/branch offices) 

● Fractional T1  
● T1  

● OC-3/STM-1  

● OC-12/STM-4  

● OC-48/STM-16  

● More than OC-48 

  

Figure 1.   Decision Tree for Evaluating Networking Requirements and Managed IP VPN 

 

Table 4. Assessing Your Service Provider  

    Check Your Requirements 

QoS ● Ability to handle voice, video, data, and multiple 
applications  

● Low latency and packet loss  

● Classes of services  

● Performance metrics  

● 24-hour support  
● Accurate billing and reporting 

  

Service uptime ● Network redundancy  

● Fast reroute and convergence in the event of failure  

● Network recovery transparent to users and 
applications  

● Traffic engineering that can efficiently and reliably 
route traffic 
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    Check Your Requirements 

Security ● Data encryption  

● Intrusion detection  

● Firewall protection  
● 24-hour security monitoring 

  

Management ● Performance management  

● Fault management  
● On-time, flexible add, move, change 

  

Multicast ● Support over IP VPN  

● Support for branch and remote workers  

● Large number of simultaneous streaming users 
● IP multicast 

  

Out-Tasking Strategies 

Typically, enterprise-level IP VPNs must support strong security and complex network designs, as 

shown in Table 5. At the same time, they should ensure continuing cost savings and scalability. 

Large enterprises commonly take a selective approach to out-tasking, retaining control of their 

network and outsourcing only the network elements that they cannot manage cost-effectively 

by themselves. 

Table 5. Business Strategies  

Networking Strategy  Managed VPN Services Options  

Extend existing network infrastructure to enable secure 
remote access to corporate applications 

● Managed customer-edge equipment  
● Managed extranet services  

● Real-time monitoring  

● Network-based VPN for scalability 

Help ensure ongoing cost savings and scalability in the event 
of growth or downsizing 

● Configuration of change management  
● Performance management and optimization 

Financial Analysis 

Out-tasking managed VPNs can bring distinct cost benefits compared to current networking, 

management, monitoring, and connectivity expenditures. Savings can be realized from the service 

provider’s economies of scale, deployment, support, and expertise. Cost advantages to businesses 

include: 

● Lower implementation and infrastructure costs  

● Lower connectivity charges for network access worldwide  

● Lower costs for increased 24-hour VPN network monitoring and support  

● Lower security costs, with enhanced, state-of-the-art security coverage  

● “Pay as you go” scalability  

If your managed service provider is a member of the Cisco Powered Program, ask that it help you 

calculate VPN return on investment (ROI) with the Cisco Total Cost of Ownership (TCO) tool. 

Cisco Powered Designation 

Since 1997 Cisco has awarded the Cisco Powered designation to service providers that deliver 

their services over a network built with Cisco products and technologies and that meet Cisco 

standards for network support. 

Companies that select a service provider with a Cisco Powered designation know that their 

services are delivered over the same high quality Cisco equipment that powers their own networks. 
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To acquire the capabilities described in this document, companies should look for service providers 

that are members of the Cisco Powered program. For many years, Cisco has awarded the Cisco 

Powered designation to service providers that deliver their services over a network built with Cisco 

products and technologies and that meet Cisco standards for network support. Now service 

providers can receive the “IP VPN – Multiservice QoS Certified” Cisco Powered designation that 

certifies that they follow best practices to achieve specified intracontinental QoS metrics not to 

exceed a maximum of 150-ms one-way delay for voice or video packets, one-way packet jitter of 

less than 30-ms for voice or video traffic and less than 1.0 percent voice or video packet loss 

(http://www.cisco.com/cpn). The designation gives companies assurance that their multiservice IP 

VPN conforms to enterprise standards for delay, jitter, and packet loss.  

To identify services with a Cisco Powered designation, look for the following logo on the service 

provider’s advertisements and other promotional materials. 

 

Cisco Powered Logo 

Nearly 400 of the most successful service providers worldwide are members of the Cisco Powered 

Program. They offer a wide range of network-based services – over networks built with Cisco 

products and solutions – for small and large businesses. 

For More Information 

To learn more about managed multiservice VPNs, to view the Cisco managed services e-tour, or to 

find a service provider with the Cisco Powered designation, visit: http://www.cisco.com/go/ms4ent. 

Read additional Cisco service overviews about other managed services that take advantage of 

Cisco products and solutions including: 

● Security services  

● Business voice services  

● Metro Ethernet access services  
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